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Purpose 
The purpose of this paper is to inform interested parties of an existing, urgent risk with regard to 
digital communications and the use of social media by political campaigns for the purpose of 
engineering chaos through the spread of propaganda and misinformation.  
 
Most politically engaged Americans are likely familiar with the Russian intelligence operation that 
interfered with the 2016 elections in the United States, sowing confusion and spreading fake news 
to great effect. What may be less familiar is that many of these campaign techniques and operations 
were effectively (if unwittingly) integrated with misinformation operations from within the United 
States, and that many of the techniques used by Russian intelligence agencies to influence our 
elections - which amplified, and were amplified by national GOP campaign efforts - are still in use as 
of this writing. 
 
These methods have been demonstrably and effectively deployed in special elections since 
November 2016. They have also been deployed to the benefit of partisan misinformation and 
propaganda campaigns, such as the recent #releasethememo fiasco. While not true in every case, 



many political campaign operatives and communications professionals seem to be unaware of or 
ill-prepared for the danger these methods and techniques present to traditional campaign 
structures and operations ahead of the 2018 midterms.  
 
This danger is real, as are the risks to campaign integrity at both the national and local levels.  The 
greatest and most obvious risk is that no significant commitment is required by agitants in order to 
take advantage of a polarized communications infrastructure within American society. The divisive, 
rancorous atmosphere and inherent, mounting effects of cognitive bias are startlingly easy to 
leverage.  
 
The time and technological competence required to create an online fake news source are trivial. 
The time and technological competence required to generate social media profiles for that fake 
news source are trivial. The amount of money required to amplify propaganda and misinformation 
published on that fake news source to its associated social media profiles and audiences is trivial.  
 
In stark contrast, the amount of damage that can be caused to a campaign, brand, cause, or party 
organization by these efforts is not trivial.  It is monstrous. A rival campaign or organization, set to 
task with no moral or ethical barriers and facing miniscule legal risk, can anonymously meme an 
opponent into oblivion with no more than mediocre computer literacy, an hour, and less than a 
thousand dollars. Note that this example in no way requires support or involvement from Russian 
intelligence agencies or sophisticated campaign data operations to succeed. In fact, the kind of 
effort described is likely to benefit significantly from Russian computational propaganda regardless 
of whether they are connected. 
 
This is not an overstatement. The apocalypse cannot be prevented, because it has already 
happened. After years of non-national campaigns being unable or unwilling to fully embrace a 
simple, cost-effective and shockingly powerful set of tools, the bad guys have figured it out. 2016 
was the primary American experiment for the Russians (merely a beta test) and it was hugely 
successful. This example is already being followed by non-Russian domestic actors, and their 
competency and sophistication with these tools will only increase over time. 
 
With no regulation or institutions available or inclined to save us, this risk will increase 
dramatically before it gets better. The 2018 cycle will be far worse and more destabilizing than 
2016. These methods will not be restricted to the national level, and have in fact already appeared 
in special elections for a House seat in Georgia and a Senate race in Alabama. Shortly, even 
down-ballot campaigns and city council races will use this playbook. We are unlikely to see direct 
Russian interference down to the local level, but use of these tactics has already occurred in Texas 
outside of elections, like in social media trends surrounding the November 2017 church shooting. 
 
The Russian risk to American elections and democracy is overt. Many American institutions, 
including the entire intelligence community and the State Department, are openly acknowledging 
that attacks from Russia connected to the 2018 election are already underway. They also admit that 
little is being done about it. Russian methods are already being replicated by domestic GOP 

https://www.usnews.com/news/at-the-edge/articles/2016-11-28/twitter-bots-from-the-us-state-of-georgia-posted-thousands-of-messages-before-the-election
https://medium.com/dfrlab/electionwatch-alabama-twitter-war-47b34ae89c50
https://www.washingtonpost.com/world/national-security/fbi-director-to-face-questions-on-security-clearances-and-agents-independence/2018/02/13/f3e4c706-105f-11e8-9570-29c9830535e5_story.html
https://www.washingtonpost.com/world/national-security/fbi-director-to-face-questions-on-security-clearances-and-agents-independence/2018/02/13/f3e4c706-105f-11e8-9570-29c9830535e5_story.html


campaign organizations, and the 2018 primary elections will likely show them at work against 
intraparty rivals. 
 
The evidence of this activity is publicly visible and well-reported. There is general public 
acknowledgment of and concern about Russian election meddling. GOP campaigns, thus far, have no 
functional incentive to combat or prevent this activity in a general election, and there exists little 
tangible evidence that a significant number of campaigns at any level are preparing for the risk 
these computational propaganda methods represent, or that they even have any idea of what’s 
about to happen to them, and, by extension, to the rest of us. This unpreparedness only invites 
chaos, with the likely result being a campaign consultant class remaining completely unarmed for 
an entirely new kind of information warfare heading into the 2020 presidential election cycle.  

Statement of Risk 

In the 2018 cycle, many high-profile races nationwide will see interference directly from Russian 
state intelligence sources. Most campaigns will not see direct interference by foreign actors, but the 
activity at the top will have a destructive effect on campaigns down the ballot. Many Republican 
campaigns in competitive races will use tactics adopted from Russian intelligence operations, 
because they are effective, easy, cheap, and low-risk. 
 
The following are the most significant risks related to political campaigns and elections in 2018: 
 

1. Russian intelligence will interfere in the 2018 election cycle. 
 

2. The methods they will use will at least mirror what they used in 2016, and may be broader 
in scope, more sophisticated, and incorporate new technologies or practices. 

 
3. The intensity and frequency of divisive computational propaganda content deployed by 

Russian intelligence across social media platforms and digital outlets will likely increase 
during the 2018 cycle. 

 
4. GOP campaign and party organizations will continue to adopt computational propaganda 

techniques, and will do so in greater volume than in 2016 and 2017, to varying levels of 
complexity and sophistication, especially in competitive races. 

  



 
5. The combination of these activities will create conditions in American society in which 

anger, division, and ever-sharper in-group/out-group cognitive pressures will be 
maximized beyond the fringes of the politically active. This will lead to the near constant 
amplification of misinformation and propaganda. 

 
6. This misinformation and propaganda will span the full spectrum of credibility, with patently 

ridiculous memes being just as likely to achieve virality as plausible but false information. 
 

7. Candidates and party organizations will be exposed to this information ecosystem whether 
their opponents engage in computational propaganda directly or not. Any effort by their 
opponents to use these methods at any level of sophistication are likely to be effective both 
in specific action and in amplifying the general instability and chaos present in the 2018 
political environment. 

 
8. Candidates and party organizations may also be pitted against one another by way of 

misinformation, either directly or as collateral propaganda damage. 
 

9. Campaign workers, candidates, and volunteers are vulnerable to hacking and phishing 
attacks at all times, and the more high profile your race or organization, the more targeted 
those attacks will be. Email in particular is skywriting, and every email, text, and internal 
memo must be treated as if they are public documents, as they may become. 
 

10. Candidates, party organizations, volunteers, and engaged activists are vulnerable to false 
information which may seem plausible, but is actually either simply false or a trap 
engineered to backfire once a motivated base runs with it.  
 

Most organizations are woefully unprepared for any of these circumstances. 
 
This work will describe documented current and persistent Russian efforts in the United States and 
around the world, identify how those methods are being adopted by domestic actors, and describe 
specific conditions in American society which amplify these risks. 
 
  



Russian intelligence operations against the United 

States are ongoing 
Politico recently analyzed the deployment of Russian bots across multiple digital platforms in 
support of House Intelligence Committee Chair Devin Nunes’ push to release the GOP memo on 
Carter Page, and how eagerly and easily that information and content were spread:  
 

In the space of a few hours on January 18, #releasethememo exploded on Twitter, evolving 
over the next few days from being a marker for discussion on Nunes’ memo through multiple 
iterations of an expanding conspiracy theory about missing FBI text messages and imaginary 
secret societies plotting internal coups against the president. #releasethememo provided an 
organizational framework for this comprehensive conspiracy theory, which, in its 
underpinnings, is meant to minimize and muddle concerns about Russian interference in 
American politics. 
 
The rapid appearance and amplification of this messaging campaign, flagged by the German 
Marshall Fund’s Hamilton68 dashboard as being promoted by accounts previously linked to 
Russian disinformation efforts, sparked the leading Democrats on the House and Senate 
Intelligence Committees to write a letter to Twitter and Facebook asking for information on 
whether or not this campaign was driven by Russian accounts. Another report, sourced to 
analysis said to be from Twitter itself, identified the hashtag as an “organic” “American” 
campaign linked to “Republican” accounts. Promoters of #releasethememo rapidly began 
mocking the idea that they are Russian bots. (There are even entirely new accounts set up to 
tweet that they are not Russian bots promoting #releasethememo, even though their only 
content is about releasing the supposed memo.) 

 
This activity was noted by many interested parties, not least of which were senior Democrats on the 
House and Senate Intelligence Committees. In late January of this year, Senator Dianne Feinstein 
and Representative Adam Schiff requested assistance from Facebook and Twitter in determining 
the extent to which Russian-based actors attempted to influence public opinion on Nunes’ memo, 
and thereby negatively influence public opinion on not just Special Counsel Robert Mueller’s 
ongoing criminal investigation, but of the Federal Bureau of Investigation itself.  
 
In May 2017, Time Magazine reported that Russian intelligence operations had already evolved 
past the simple email phishing attacks that proved so fruitful during the 2016 cycle, and had 
graduated to coordinated multi-platform attacks against American governmental agencies and 
primary executive departments, including the Department of Defense: 
 

  

https://www.politico.com/magazine/story/2018/02/04/trump-twitter-russians-release-the-memo-216935
https://dashboard.securingdemocracy.org/
https://dashboard.securingdemocracy.org/
https://democrats-intelligence.house.gov/uploadedfiles/final_feinstein_schiff_1.23.18.pdf
https://www.recode.net/2018/1/23/16923276/facebook-twitter-russia-interference-congress-release-the-memo
http://time.com/4783932/inside-russia-social-media-war-america/
http://time.com/4783932/inside-russia-social-media-war-america/


On March 2, a disturbing report hit the desks of U.S. counterintelligence officials in 
Washington. For months, American spy hunters had scrambled to uncover details of Russia’s 
influence operation against the 2016 presidential election. In offices in both D.C. and suburban 
Virginia, they had created massive wall charts to track the different players in Russia’s 
multipronged scheme. But the report in early March was something new. 
 
It described how Russia had already moved on from the rudimentary email hacks against 
politicians it had used in 2016. Now the Russians were running a more sophisticated hack on 
Twitter. The report said the Russians had sent expertly tailored messages carrying malware to 
more than 10,000 Twitter users in the Defense Department. Depending on the interests of the 
targets, the messages offered links to stories on recent sporting events or the Oscars, which had 
taken place the previous weekend. When clicked, the links took users to a Russian-controlled 
server that downloaded a program allowing Moscow’s hackers to take control of the victim’s 
phone or computer–and Twitter account. 
 
As they scrambled to contain the damage from the hack and regain control of any 
compromised devices, the spy hunters realized they faced a new kind of threat. In 2016, Russia 
had used thousands of covert human agents and robot computer programs to spread 
disinformation referencing the stolen campaign emails of Hillary Clinton, amplifying their 
effect. Now counterintelligence officials wondered: What chaos could Moscow unleash with 
thousands of Twitter handles that spoke in real time with the authority of the armed forces of 
the United States? At any given moment, perhaps during a natural disaster or a terrorist 
attack, Pentagon Twitter accounts might send out false information. As each tweet 
corroborated another, and covert Russian agents amplified the messages even further afield, 
the result could be panic and confusion. 
 

These findings have been reinforced as recently as February 2018, in an AP report detailing Russian 
efforts to compromise American contractors at work in the defense and national security sectors: 
 

Russian cyberspies pursuing the secrets of military drones and other sensitive U.S. defense 
technology tricked key contract workers into exposing their email to theft, an Associated Press 
investigation has found. 
 
What ultimately may have been stolen is uncertain, but the hackers clearly exploited a 
national vulnerability in cybersecurity: poorly protected email and barely any direct 
notification to victims. 
 
The hackers, known as Fancy Bear, who also intruded in the U.S. election, went after at least 87 
people working on militarized drones, missiles, rockets, stealth fighter jets, cloud-computing 
platforms or other sensitive activities, the AP found. 
 
Employees at both small companies and defense giants like Lockheed Martin Corp., Raytheon 
Co., Boeing Co., Airbus Group and General Atomics were targeted by the hackers. A handful of 

https://www.msn.com/en-us/news/us/russian-hackers-hunt-hi-tech-secrets-exploiting-us-weakness/ar-BBINpSb


people in Fancy Bear's sights also worked for trade groups, contractors in U.S.-allied countries 
or on corporate boards. 
 

In fact, in early February 2018, Homeland Security officials confirmed what had been long 
suspected - that not only had Russian intelligence attempted to hack state voter file systems and 
rolls, but had in fact gained access to a number of their 21 targeted state systems. The DHS 
confirmation of that activity comes with the caveat that the hackers took no further action, but this 
story continues to evolve, and every new version of it gets worse.  
 
From a risk analysis standpoint, the evolution of the overall story about Russian meddling in 
American elections continues to imply that everything is always worse than has been reported. The 
idea that Russian hackers - particularly of the APT 28 / Fancy Bear / Cozy Bear / Guccifer 2.0 
varieties - would have hacked the DNC, and then succeeded in hacking several state voting systems, 
but took no other action, is absurd. The most obvious assumption - and the most simple, so it 
follows, the most likely outcome - is that any voter data collected from these breach actions was 
used in digital targeting. 
 
Of further concern is that the RNC’s data shops (Deep Root Analytics, TargetPoint Consulting, and 
Data Trust) parked what amounts to be the entire voter file of the United States on a publicly 
accessible, unsecured AWS bucket. This information came with attached political, ethnicity, and 
religious modeling, current as of January 2017 and was accessible to anyone with an internet 
connection and enough interest to work through 1.1 terabytes of spreadsheets and information on 
200 million registered voters as of June 2017.  
 
If a Democratic political operative - or, in general, a voter - is not horrified at how sophisticated the 
GOP data collection, analysis, and targeting operation already is, they should be terrified about how 
carelessly the GOP manages what they have collected. 

A Target-Rich Environment 

Not every campaign will be high-profile enough to gain the attention of Russian operatives, but 
their ability and willingness to powerfully engage on multiple specific fronts shouldn’t be doubted. 
It is worth noting that Russian bots have been deployed not just on high-profile items like the 
Nunes memo, but also around culturally- and politically-spectacular domestic terrorism events like 
Charlottesville and the Las Vegas mass shooting.  
 
These look like opportunities to create chaos, but these efforts were geared towards actively 
shaping public opinion.  On Charlottesville, John McCain’s condemnation of both white supremacist 
terrorism and President Trump’s response to the Charlottesville attack led to a wave of coordinated 
Russian bot attacks against the senator: 

 

https://www.nbcnews.com/politics/elections/russians-penetrated-u-s-voter-systems-says-top-u-s-n845721
https://www.csmonitor.com/World/Passcode/2016/0615/Meet-Fancy-Bear-and-Cozy-Bear-Russian-groups-blamed-for-DNC-hack
https://www.csmonitor.com/World/Passcode/2016/0615/Meet-Fancy-Bear-and-Cozy-Bear-Russian-groups-blamed-for-DNC-hack
https://www.upguard.com/breaches/the-rnc-files
https://www.bloomberg.com/news/articles/2017-09-01/russia-linked-bots-hone-online-attack-plans-for-2018-u-s-vote
https://www.bloomberg.com/news/articles/2017-09-01/russia-linked-bots-hone-online-attack-plans-for-2018-u-s-vote


After violent protests rocked Charlottesville, Virginia last month, Republican Senator John 
McCain took to Twitter to condemn hatred and bigotry and urge President Donald Trump to 
speak out more forcefully. 
 
Then pro-Russian bots got activated on social media. 
 
Within hours, an online campaign attacking McCain - a frequent Trump critic - began 
circulating, amplified with the help of automated and human-coordinated networks known as 
bots and cyborgs linking to blogs on “Traitor McCain” and the hashtag #ExplainMcCain. 
 
After the 2016 U.S. presidential race was subject to Russian cyber meddling, analysts say the 
ferocity of more recent assaults is a preview of what could be coming in the 2018 elections, 
when Republicans will be defending their control of both chambers of Congress. 
 

The prevalent assessment among cybersecurity experts studying this activity is that Russian 
propaganda and digital / information warfare tactics are getting more pronounced, more 
sophisticated, and more effective through each iteration. 
 
As an example of this kind of behavior occurred in 2016, when a popular pro-Texas-secession 
Facebook Group called “Heart of Texas” announced plans (by way of paid Facebook ads) for a May 
21 protest outside the Islamic Da’wah Center of Houston. An opposing Facebook Group called 
“United Muslims of America” publicized plans for a counter-protest, also using paid Facebook 
advertising. The event escalated quickly into verbal abuse and active confrontation.  It was later 
revealed that both groups were Russian-controlled. The Facebook ads used to publicize the dueling 
protests cost $200. You can read more about Heart of Texas here, and gain some insight into how 
readily Texas social media conservatives share and distribute content.  
 
Twitter and Facebook are both making attempts to curtail this activity, by self-policing and 
publicizing internal findings as well as moving to expose what happened after the fact, but these 
ships turn slowly. Russian bot activity in special elections for a House seat in Georgia and a Senate 
seat in Alabama show that there is no bulwark in place. 
 
The Alabama Senate race is of particular interest because the interference tactic seems to be 
oblique and evocative of the actual operating philosophy of GRU computational propaganda: rather 
than a direct disinformation attack on a candidate, they did little but inflate Republican Roy Moore’s 
Twitter followers, prompting news stories and press releases from both campaigns. This was cheap 
and easy to do, and it consumed a news cycle. Pre-packaged weirdness infiltrated an already chaotic 
and negative campaign. Moore came within 25,000 votes of winning. 
 
Secretary of State Rex Tillerson confirmed that Russian interference is actively occurring right now, 
and that the 2018 election cycle is a likely target, and followed that statement with the maudlin 
assessment that it can’t be stopped. (Not everyone ascribes to the idea of Russian hackers as 
unstoppable cyber-villains, including Canadian signals intelligence.) 

https://www.texastribune.org/2017/11/01/russian-facebook-page-organized-protest-texas-different-russian-page-l/
https://www.texastribune.org/2017/11/01/russian-facebook-page-organized-protest-texas-different-russian-page-l/
http://www.chicagotribune.com/news/opinion/commentary/ct-perspec-texans-russians-facebook-election-1018-20171017-story.html
https://www.wsj.com/articles/twitter-built-on-anonymity-finds-it-to-be-a-liability-1506945601
https://www.washingtonpost.com/news/the-switch/wp/2018/01/19/twitter-to-tell-677000-users-they-were-had-by-the-russians-some-signs-show-the-problem-continues/?utm_term=.1212808c196e
http://www.bbc.com/news/technology-42096045
https://www.usnews.com/news/at-the-edge/articles/2016-11-28/twitter-bots-from-the-us-state-of-georgia-posted-thousands-of-messages-before-the-election
http://www.al.com/news/index.ssf/2017/10/russian_twitter_bots_invade_ro.html
http://www.al.com/news/index.ssf/2017/10/russian_twitter_bots_invade_ro.html
https://talkingpointsmemo.com/livewire/tillerson-us-already-seeing-signs-interference-2018
https://talkingpointsmemo.com/livewire/tillerson-us-already-seeing-signs-interference-2018
https://theintercept.com/2017/08/02/white-house-says-russias-hackers-are-too-good-to-be-caught-but-nsa-partner-called-them-morons/


Russian operations are active in multiple countries, 

including major Western European democracies 
 
As Twitter, Facebook, and Google continue internal operations to identify bad actors - and in 
Twitter’s case, to begin notifying users they have engaged with content from Russian propaganda 
campaigns - well-respected organizations are releasing research confirming the Russian operation 
is at work all over the world. From the Freedom House “Freedom On The Net 2017” report: 
 

Russia’s online efforts to influence the American election have been well documented, but the 
United States was hardly alone in this respect. Manipulation and disinformation tactics played 
an important role in elections in at least 17 other countries over the past year, damaging 
citizens’ ability to choose their leaders based on factual news and authentic debate.  
 

US News and World Report relays that, specifically, elections in “Angola, Armenia, Colombia, 
Ecuador, France, The Gambia, Germany, Indonesia, Italy, Kenya, Rwanda, South Korea, Turkey, the 
United Kingdom, the U.S., and Zambia were touched by fake news reports and had websites and 
social media accounts vandalized, according to the findings. In some instances, political bots and 
hijacked accounts were also reported.” 
 
Europe has both identified the problem and begun to take preventative action.  The problem is so 
well-defined in some Western democracies that it is becoming a driver of policy discussion. In early 
January 2018, French president Emmanuel Macron announced his intention to reshape his nation’s 
media laws in order to combat “fake news” on social media, calling the move vital “if we want to 
protect liberal democracies.” Macron was personally targeted by Russian state television and 
propaganda outlet RT on multiple digital fronts during the most recent presidential election in 
France. And, as was the case in America and in France, bot activity in Germany seemed geared 
against left-leaning and centrist candidates, promoting messages in favor of far-right and ultra 
conservative candidates and organizations, like Germany’s Alternative für Deutschland party. 
The Russian operation has been up and running for several years, and regularly interferes in affairs 
outside of elections. The GRU hacker group Fancy Bear / APT 28 have been operating since at least 
2004, and in a period between 2014 and 2016, Trend Micro determined the GRU operation had 
targeted “at least 12 countries' militaries, eight ministries of defense, six political parties, and seven 
media outlets around the world” with email phishing campaigns.  
 
In 2016, they even attacked the World Anti-Doping Agency after the group uncovered a doping 
operation among Russia’s olympic athletes, with follow-up document dumps via Wikileaks and 
Guccifer 2.0. These examples are straight out of the standard playbook and very similar to what 
happened with the DNC hack.  

https://www.washingtonpost.com/news/the-switch/wp/2018/01/19/twitter-to-tell-677000-users-they-were-had-by-the-russians-some-signs-show-the-problem-continues/?utm_term=.4da221cdb59b
https://www.washingtonpost.com/news/the-switch/wp/2018/01/19/twitter-to-tell-677000-users-they-were-had-by-the-russians-some-signs-show-the-problem-continues/?utm_term=.4da221cdb59b
https://www.npr.org/sections/alltechconsidered/2017/11/16/564542100/how-disinformation-and-distortions-on-social-media-affected-elections-worldwide
https://www.npr.org/sections/alltechconsidered/2017/11/16/564542100/how-disinformation-and-distortions-on-social-media-affected-elections-worldwide
https://freedomhouse.org/sites/default/files/FOTN_2017_Final.pdf
https://www.usnews.com/news/best-countries/articles/2017-11-14/report-russia-like-election-meddling-discovered-in-16-countries
http://www.independent.co.uk/news/world/europe/macron-fake-news-law-elections-facebook-social-media-a8140721.html
http://www.independent.co.uk/news/world/europe/macron-fake-news-law-elections-facebook-social-media-a8140721.html
http://www.sciencemag.org/news/2017/09/social-media-bots-tried-influence-us-election-germany-may-be-next
https://www.buzzfeed.com/kevincollier/heres-what-russias-hacking-of-the-2016-election-has-to-do?utm_term=.lxk575Rzp2#.fnJq8q5KJA


GOP party and campaign organizations have adopted 

techniques deployed by Russian intelligence in earnest 
Every election cycle, we see evidence of misinformation from dubious sources playing havoc on 
local and large scale races, whether a robocall encouraging people to vote on the wrong day, or 
fliers that try to suppress voter turnout with threatening or false alerts about document 
requirements at polling places.  
 
With the advent of digital media, it has become much easier to spread this bad information cheaply 
and anonymously. The GRU has advanced this activity to something approaching an art form, and 
GOP campaigns and organizations have been quick to follow suit, usually crying “fake news” when 
they get found out. 

Fake News Of Their Own 

A recent example affecting races up and down the ballot occurred in Maine, and is still under active 
investigation. The Maine Examiner, an anonymous right-wing news source, was embraced and 
amplified by the Maine Republican Party.  
 
The Examiner ran stories falsely accusing a Democratic State Senator and a mayoral candidate of 
illegal activity, and the Maine Democratic Party filed an ethics complaint with state officials after a 
cursory review indicated that the state GOP’s executive director had created the content.  
 
In September, the Republican Governors’ Association was exposed as the organization behind a 
conservative news source called the Free Telegraph. The publication launched during the summer 
of 2017 and only revealed its affiliation with the RGA after an inquiry from the Associated Press. 
The publication lauded Republican achievements while running stories critical of Democrats, 
essentially “repackaging their opposition research” and acting as a national propaganda outlet for 
the RGA.  
 
Activity like this is partially what makes Russian cyber-warfare tactics so effective, and also what 
makes American political audiences so vulnerable to fake news, meme-driven propaganda, and 
outright lies. Our polarization makes us more vulnerable, as a society, to divisive propaganda 
tactics. Consider the case of the @TEN_GOP twitter account during the 2016 election: 

 
Many of the posts by the account featured unusual syntax. But that didn't stop people from 
sharing the messages. Their posts were shared by Tennessee politicians and others outside the 
state, including conservative commentator Ann Coulter.  
 

https://www.necn.com/news/new-england/Maine-GOP-Fake-News-471348514.html
https://www.necn.com/news/new-england/Maine-GOP-Fake-News-471348514.html
https://www.apnews.com/f97fbf53c0c84468ae046f861ecf3b64
http://www.newsweek.com/free-telegraph-scott-walker-republican-governors-association-667658
https://www.tennessean.com/story/news/politics/2017/10/18/twitter-suspends-fake-tennessee-gop-account-later-linked-russian-troll-farm/776937001/


Throughout the year, the account amassed a significantly larger following than the state 
party's official Twitter account, eventually getting nearly 150,000 followers. The state party 
has about 13,000.  
 
Around the time that Twitter finally suspended @TEN_GOP in August, state party officials 
were in talks with the national Republican Party about working to halt the account.  
 
Last month President Donald Trump thanked an account thought to be associated with 
@TEN_GOP after the account tweeted "We love you, Mr. President."  
 

Twitter banned this account (in late 2017!) after multiple requests from the actual Tennessee 
Republican Party. Shortly thereafter a Russian business magazine reported that the account was 
linked to a Russian bot farm.  

Cambridge Analytica and the New Astroturfing 

Bot activity from foreign countries might be easier to combat if it weren’t so readily embraced, but 
it was a vital part of the 2016 Trump campaign strategy.  Six months into Trump’s presidency, the 
New York Daily News ran a short-form profile of Robert Mercer, a billionaire donor with a 
background in computer science who helped develop IBM’s Watson and Apple’s Siri. The profile 
joined several other reports from mid- to late-2017 which concluded that half of Donald Trump’s 
Twitter followers are fake, and that this is a feature, not a bug: 
 

Trump, meanwhile, has accrued among his 30 million Twitter followers — 15 million of which 
are actually bots that experts have told the Daily News could be “weaponized” to spread fake 
and misleading news stories that favor the White House or distract from the scandals it now 
faces. 
 
But with the subtle introduction of advanced technology, by individuals familiar with artificial 
intelligence, their effectiveness as it pertains to targeting users and interacting with them 
could escalate rapidly. 
 
“Fooling humans into doing things in the electronic realm turned out to be really easy,” said 
Simon Crosby, the chief technology officer at a firm called Bromium, pointing to 
well-documented campaigns that are thought to have influenced the 2016 presidential race 
and the Brexit referendum in the United Kingdom. “But with a few extra steps that seem 
available in the right circles, it could get even easier,” he added. 

 
Many candidates have fake accounts and / or bots making up a significant portion of their social 
media followers, Hillary Clinton included. But Trump’s fake followers have regularly made up more 
than half his total Twitter audience. 
 

http://www.nydailynews.com/news/politics/billionaire-gop-patron-behind-trump-social-media-bot-army-article-1.3236933


Besides being a billionaire mega-donor, Mercer was also an early pioneer in AI. The New York Daily 
News story is largely speculative, but the illustration of Cambridge Analytica’s role and resultant 
capabilities is well-defined: 
 

Mercer, who helped get Breitbart News off the ground years ago with millions of dollars in 
donations, also invested at least $5 million in a firm called Cambridge Analytica, a small tech 
operation “that mines online data to reach and influence potential voters” and “uses secret 
psychological methods to pinpoint which messages are the most persuasive to individual 
online viewers,” The New Yorker magazine reported earlier this year. 
 
That kind of technology has already been employed in campaigns candidates whom Mercer 
supported, including Trump’s, and could easily be used in future efforts to target voters on 
social media, Crosby said. 
 
“We’re in deep trouble in the sense that it’s extraordinarily easy to automate a generation of 
arbitrarily absurd and ridiculous stuff,” he said. 

 
The old version of this - creating the appearance of grassroots support through paid efforts - is 
called "astroturfing." Efforts like Mercer’s are effectively an astroturfing force multiplier at a level in 
which several million Twitter accounts can suddenly mobilize for or against a particular issue, like a 
particular candidate in an election, or whether a classified memo should be released. The capability 
of such an effort to sway public opinion has already been made obvious. See: Brexit, the 2016 
election cycle in general, Pizzagate, Clinton’s health, and the FCC Net Neutrality public comment 
period as illustrative specific example. Russian bots have even occasionally attacked Republican 
officials directly since the 2016 election. 
 
This new variant of astroturfing was predicted a few months prior to the 2016 election by an MIT 
computer engineering grad named Aviv Ovadya, who abandoned his Silicon Valley job and worked 
up a presentation he called “Infocalypse” for Big Tech CEOs. Not many people listened to him, but 
BuzzFeed’s February profile of him details a few of his terrifying projected outcomes, including 
something he calls “polity simulation.” 

 
Another scenario, which Ovadya dubs “polity simulation,” is a dystopian combination of 
political botnets and astroturfing, where political movements are manipulated by fake 
grassroots campaigns. In Ovadya’s envisioning, increasingly believable AI-powered bots will be 
able to effectively compete with real humans for legislator and regulator attention because it 
will be too difficult to tell the difference. Building upon previous iterations, where public 
discourse is manipulated, it may soon be possible to directly jam congressional switchboards 
with heartfelt, believable algorithmically-generated pleas. Similarly, Senators' inboxes could 
be flooded with messages from constituents that were cobbled together by machine-learning 
programs working off stitched-together content culled from text, audio, and social media 
profiles. 
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If thinking about this within the context of the #releasethememo hysteria makes you feel uneasy, it 
should. Astroturfing has evolved and polity simulation is what it looks like. It may not affect a small 
or local campaign directly, but the old adage holds: all politics is local. 
 

Two more quick points about Cambridge Analytica. First, their parent company has worked for the 
United States government for a long time. 
 

But social media manipulation did not begin or end with the election. As early as 2011, the US 
government hired a public relations firm to develop a “persona management tool" that would 
develop and control fake profiles on social media for political purposes. 
 
The British parent company of Cambridge Analytica, Strategic Communications Laboratories 
(SCL), has been a client of the government for years, working with the Department of Defense, 
and The Washington Post reports that it recently secured work with the State Department. 
 

And finally, this examination of Cambridge Analytica’s role in Brexit is worth reading. It re-affirms 
how they operate - from a posture of information warfare. This is an attitude we expect all bad 
actors in this space to embrace. 

Major social media platforms and their user bases are 

currently configured to encourage the spread of 

misinformation and propaganda 
Social media is a content accelerator. Popular events, assertions, and news stories are deliberately 
spread quickly through the ecosystem, to enable a feeling of “I’m up to date!” and to reduce the “fear 
of missing out” (FOMO) in the world of information fire hoses and 24-hour news cycles. Popularity 
determining “truth”, and a host of other logical fallacies, contribute to and reinforce human 
cognitive weaknesses. 
 
One particular strength of the tactics used by Russia and either adopted or reinforced by the GOP is 
that they play into cognitive biases, or heuristics, for which the human brain is hard-wired. These 
biases make it much harder for humans to accurately estimate probability and likelihood.  
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Specifically, these heuristics are categorized as:  
 

● Availability heuristic - a vivid and dramatic story is more readily “available” and hence 
more believable than a boring one, so dying in a tornado or a terrorist attack seems more 
likely and scarier than dying from falling off a ladder at home, or diabetes, even though both 
are far more statistically likely. The spectacular events are more accessible and imaginable 
because they are on the news. 
 

● Representativeness heuristic - magical associative thinking, or prototype categorization, 
or better known as making judgments based on “rules of thumb.” For example: Samantha 
listens to new age music, is vegan, and does yoga. People using this heuristic, if given a 
choice between guessing her profession is “aromatherapist” or “retail worker,” would pick 
“aromatherapist” even though it is far more statistically likely that Samantha works in retail. 
 

● Affect heuristic - the fact that fear, pleasure or surprise in response to a stimulus can affect 
someone’s judgment made in the context of that stimulus. Think of LBJ’s Daisy ad, the Willie 
Horton ad, and most everything Dana Loesch and the NRA have produced for social media 
in the last several years. 

Cognitive Bias in Modern American Politics 

Understanding that these biases are hard at work all the time, it is easy to see why digital 
propaganda is so effective in today’s America. An example from the expert Senate Intelligence 
Committee testimony cited earlier in this document follows. The primary heuristic Clint Watts 
describes is availability, but all three heuristics apply, especially in an era of aggressive 
computational propaganda and polity simulation: 
 

Watts explained that bots fool users into believing misinformation is more popular - and thus, 
more believable - by artificially increasing levels of engagement, such as shares and retweets. 
Once bots amplify propaganda or a fake news story, real users begin to pick it up and 
eventually, it infiltrates the "mainstream media," where it gains more traction, even if it's 
debunked, he said. 
 
"Until we get a firm basis on fact and fiction in our own country, get some agreement about 
the facts ... we're going to have a big problem," Watts said. 
 

The RGA and the Maine Republican Party create their own news outlets, and President Trump does 
the same thing, and every Republican elected official presents a united indictment against the 
mainstream media every day, for the pernicious crime of accurately describing their behavior. The 
net effect of this activity is a significant, vocal minority of an electorate that believes anything from 
a legitimate news source is a lie. Similarly, they believe anything that confirms their cognitive bias - 
whether from Breitbart or Infowars or Fox News or GRU propaganda or fake GOP news sources - is 
the truth.  
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These conditions make the relative logic leap much smaller for someone to believe something that 
is objectively irrational and insane, and smaller still for stories that aren’t objectively crazy but also 
aren’t true. This makes any widespread discernment against even rudimentary bots and crude fake 
news sources far less likely among target audiences. The polarization and aggressive “othering” in 
American politics is not privileged information, nor is it difficult to see. Plenty of polling exists 
showing the ideological divide between Republicans and Democrats, and in that context Russia’s 
targeting and methods make mechanical  sense. The goal is not to change behavior, but rather to 
reinforce confirmation bias and, as a result, harden the existing behavior. 
 
The projection of social media onto meaningful activity among the national electorate also makes 
sense. We’ve spent plenty of time (both in this document and in the wider world) discussing how 
Russians meddled in our election by way of digital media, but it is just as critical to acknowledge 
that Trump spent an enormous amount of money on digital ads. (On a related note, so did Russia, 
although just a bit of it has been exposed thus far.) This media buying strategy plays into an 
ecosystem of digital information and activity that interacts with and is amplified, either directly or 
by association, with fake news sites and social media accounts, bot farms, and other vectors.  
 
We know social media mattered in 2016. We know many people in the target audience for the 
Russian computational propaganda effort get their news from Facebook as a primary source, which 
is problematic for a number of reasons. Facebook’s fake news problem is demonstrably partisan 
and biased towards the right wing, not only because this is what foreign agents chose to distribute 
and focus on but because the target audience for this content is energized and eager to disseminate 
that content.  

Many Sides 

That’s not to say that computational propaganda is a strictly conservative problem. While 
Republicans may seem to be more susceptible to these methods, especially when viewing the issue 
through the lens of the 2016 general election, Democrats are also vulnerable to engaging with fake 
content. We saw this to pronounced recent effect during the Democratic presidential primary in 
2016. The more engaged Democratic voters are leading up to the 2018 midterms (and future 
elections), the more susceptible they will be to these tactics, particularly on divisive news based on 
current events.  You may be seeing it already in the Texas primary races of 2018.  
 
It is not unreasonable to assume that any competitive Democratic campaign needs to carry concern 
about and prepare for direct digital attacks from GOP campaign operations. Additionally, these 
Democratic campaigns need to be concerned about fake news that Democratic voters could engage 
with and amplify, only to have the GOP campaign reveal that it was fake all along. An extremely 
complicated, national-intelligence-involved version of this just happened in February 2018: a 
Russian agent attempted to sell bogus information on Trump to the CIA, and right wing news 
outlets pounced on this as evidence of a grand conspiracy when the story came out. This happening 
to a campaign organization in Texas is a less likely scenario, but it is also not an impossibility.  
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Externalities In Play 

Any major news event during the election cycle is also vulnerable to these techniques, and major 
platform algorithms can create problems without needing GRU or GOP campaign intervention. As 
an example, consider the 2017 Las Vegas mass shooting and how both Facebook and Google’s 
algorithms grabbed fake news about the event and pushed those as top-flight stories to their 
respective platforms, because the robots flipping switches saw an extremely high level of 
engagement on fake, ultra-right-wing hot takes.  
 
Trolls are also active and many are domestic, and / or operating free of Russian direction, and 
represent a risk to campaigns at all levels. It is especially difficult to mitigate this risk at the 
platform level as platforms are slow to act. Twitter often even refuses to ban or remove accounts 
that engage in explicitly dangerous behavior, like impersonating journalists during the Parkland, FL 
school shooting. To be clear, trolls don’t always have a political agenda or work for someone. Some 
of them just want to cause trouble, and our current reality makes that extremely easy for them to 
do. 
 
These conditions add extra layers of complexity to communications operations for campaigns. 
Every Democratic candidate will need to confront this atmosphere of right-wing fake news 
propaganda.  A prominent example includes the recent reporting that Trump’s 2018 midterms 
strategy centers around finding divisive issues to exploit: 
 

...Trump plans to excite Republican voters by exploiting “unexpected cultural flashpoints” at 
campaign rallies and on Twitter, just as he did last fall by attacking NFL players for kneeling 
protests during the national anthem. 
 
“(Trump) is going to be looking for opportunities to stir up the base, more than focusing on 
any particular legislation or issue,” the source said. 

 
This is currently happening, both with Russian bots (as illustrated by bot activity immediately 
following the Parkland, FL school shooting) and with troll accounts which may not be Russian, but 
effectively deploy their tactics of divisive, polarizing propaganda around significant cultural events, 
including the premiere of the film BLACK PANTHER. 
 
These divisive issues will be seen as opportunities and embraced by GOP campaigns at every level, 
leveraged locally. Every campaign operative must be strategically prepared. This also requires new 
thinking and methods, because you can’t solve a totally new problem with old ideas. 

Texas: Home to high-profile GOP players in this space 
Brad Parscale has worked for the Trump family since 2011. Parscale ran Trump’s digital advertising 
effort in 2016, and his shop was deeply integrated with Cambridge Analytica. His work garnered the 
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attention of the Senate and House Intelligence committees investigating Russia’s activities during 
the 2016 election. Even though he recently moved the political operations of shop to Florida (for 
airport access) he’s still actively working on Trump 2020 and in Texas elections. 
 
Parscale’s operation took in at least $91 million from the Trump campaign, and the vast majority of 
that went to purchasing online ads with a focus on Facebook. As with any operation of that size and 
generating that kind of ad revenue, Facebook embedded employees inside of Giles-Parscale during 
the campaign, and so did Google and Twitter. Parscale’s staff grew to match the activity. Everyone 
that worked on the Parscale’s data operation during the campaign got a first-hand crash course in 
what are now modern campaign targeting and data methods, and they took those tools to wherever 
they went to work next.  

Helping Russia, Whether They Mean To Or Not 

Trump’s deployment of these methods and how they aided Russian efforts to spread 
misinformation and generate chaos are well known enough that they have been a topic of 
discussion in public testimony by experts before the Senate Intelligence Committee: 
 

"Part of the reason active measures have worked in this U.S. election is because the 
commander-in-chief has used Russian active measures at times against his opponents," said 
Clint Watts, a senior fellow for the Foreign Policy Research Institute Program on National 
Security and former FBI special agent. "Active measures" is a Soviet term for attempts to 
influence events to undermine an opponent. Watts then pointed to several incidents in which 
Trump pushed theories that Russian news outlets also promoted. 
 
"He denies the intel from the United States about Russia. He claimed that the election could be 
rigged; that was the number one theme pushed by RT Sputnik news," Watts said. "So part of 
the reason active measures works and it does today in terms of Trump Tower being 
wiretapped is because they parrot the same lines." 
 

The point of this lengthy retelling of Russian tactics and Trump’s digital strategy is not to simply 
inform you that these things happened. You’ve probably heard pieces of these stories,  or at least 
have a baseline awareness of these events. The goal is to illustrate the effect these combined forces 
will have on American campaigns at every level in 2018 in a politically destabilized environment.  

 

This paper spends a decent amount of time describing direct Russian activity as unlikely in most 
Texas races, but that doesn’t mean it is impossible. Some Russian troll accounts have posed as 
Texans on Twitter and blended in seamlessly, rhetoric-wise, like @SouthLoneStar. 
 
More directly - and perhaps of greater risk relevance - is the revelation as this paper was in final 
edits that, among Special Counsel Robert Mueller’s latest round of investigative progress, a member 
of a Texas-based grassroots organization was implicated as unknowingly aiding some of the 
Russian nationals and organizations indicted by a federal grand jury.  
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This should be a matter of intense consideration within the context of another revelation from the 
indictment: Russia’s active measures included sophisticated HUMINT operations inside the United 
States, including operatives on the ground in Texas along with eight other states, during which they 
gathered intelligence and used it to refine their overall operational strategy. The operatives put 
serious effort into technical signature building in order to appear as Americans, and engaged 
unwitting Americans for assistance or hire. They staged rallies and engineered conflict. This activity 
is real, and it not unreasonable to suspect future iterations could be local. 

Local Skills Are Good Enough To Do Bad Things 

Even if the Russians stay all the way out of the 2018 election cycle (which they won’t) or don’t 
touch a single Texas race (which seems unlikely, especially in the US Senate race), the domestic 
firms that worked for the GOP or Trump in 2016 are capable and either are actively continuing this 
work, or can carry on that work as tasked. They need no assistance from Russian intelligence to 
take the same ubiquitous voter file, use it to target enormously cost effective digital ad buys, and 
build their own perpetual chaos generation engines. They’ve already picked up clients for the 2018 
cycle. Notably, Parscale is openly supporting and working for Robert Stovall in TX21.  
 
At least one firm that worked for Trump is strident enough to ply it's trade in foreign elections: 
Texas’ own Harris Media ran dirty digital in the 2017 Kenyan elections in support of Uhuru 
Kenyatta’s re-election, and their client list not only includes Trump but also the Republican Party of 
Texas, the aforementioned ultra-right Alternative für Deutschland party in Germany, and France’s 
Front National. Oh, and a Benghazi conspiracy theory site, for good measure. Harris Media also 
worked for a dozen congressional candidates in Texas in 2017, including Will Hurd. 

 

From a risk perspective, one must understand that a campaign doesn’t need to hire Parscale or 
Harris in order to be formidable or to embrace the methodology of computational propaganda. In 
fact, a campaign doesn’t even have to hire someone who worked at one of these shops to be 
effective. The media - and by extension, elected officials - have spent the last year making the 
process of digital targeting, voter file data matching, and strategic ad buying on digital platforms 
sound much more esoteric and complicated than it actually is.  
 
A whole generation of general consultants in American politics has shifted from thinking social 
media was kids’ stuff that could never be as important as TV to thinking of it as some sort of dark, 
unknowable alchemy. The truth is, this stuff is indistinguishable from magic when happening to you 
and terrifyingly powerful when done well.  
 
It is really easy to do the wrong way, though. What's worse: using these methods unethically is far 
more effective than it deserves to be, exacerbated by the lack of critical thinking by nearly all 
consumers (and the relative ease of targeting people likely to lack the critical thinking skills that 
would render the attacks less effective).  
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An important part of using these methods well is learning to defend against an opponent using 
them unethically. It is difficult to do this work really well, and to execute it within a strong moral 
and legally compliant framework is even harder. As difficult as it is, it is not impossible - which is 
good, because there is no other way to beat an opposition that uses these methods in an ethical and 
moral vacuum. 

Copying Russian methods is easy, cheap, and low-risk  
For an idea of how fake news spreads, and to understand the tactics and strategies used by 
campaigns that will seek to use this against you, the best starting place is to understand what 
Russian intelligence exploits in order to effectively use computational propaganda. There are also 
useful, recent, contextual examples from right here in Texas. 

The Politics of Division 

In October 2017, NPR told the story of a Facebook group with 400,000+ members called Blacktivist, 
and how M’tep Blount, a Black Lives Matter activist, came to join it. Based on the content shared in 
the group focused on police brutality against African Americans, Blount thought it was a group 
authentically aligned with her social concerns. It was later revealed to be Russian-operated and 
terminated by Facebook.  
 

Jeff Hancock, a psychologist who heads Stanford University's Social Media Lab, says that 
propaganda via a page like Blacktivist was not aimed at changing Blount's mind. It was 
actually meant to trigger strong feelings. 
 
"Propaganda can actually have a real effect," he says. "Even though we might already believe 
what we're hearing, this can heighten our arousal, our emotions." 
 
Hancock has studied the ways people are affected by seeing information that confirms some of 
their beliefs. In his study, he asked people how they felt about an issue before showing them 
stories. For example, those who thought Hillary Clinton was corrupt were shown stories 
confirming it. If people were worried about police brutality, he showed them posts of police 
brutalizing civilians. 
 
"When we have more confirmation that a possible risk is there, whether it's real or not, we 
perceive it as more risky," Hancock says. So, in Blount's case, if she was already worried about 
police brutality, then the more times she is exposed to those images the stronger she will feel 
about it, he says. 
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So, in the context of a political race, the most difficult subterfuge from an opposing campaign could 
end up not being direct attacks against your candidate, but a steady stream of digital trolling and 
culture jamming that whips a targeted group up into a frenzy. It could be people that would never 
vote for your candidate end up feeling extra motivated to get politically engaged, or it could be your 
own candidate’s base being turned against each other and becoming unmotivated.  

Turn Off, Tune Out: “Reality Apathy” 

Perhaps this outcome is most troubling of all - the chaos could become so prevalent that the voters 
in your district or state become overwhelmed by  feelings of chaos and negativity, and stop paying 
attention to or engaging with anything.  
 
This is a condition also predicted by Aviv Ovadya, the engineer from MIT. He called it “reality 
apathy” and it sounds both terrible and completely plausible: 
 

Beset by a torrent of constant misinformation, people simply start to give up. Ovadya is quick 
to remind us that this is common in areas where information is poor and thus assumed to be 
incorrect.  
 
The big difference, Ovadya notes, is the adoption of apathy to a developed society like ours. The 
outcome, he fears, is not good. “People stop paying attention to news and that fundamental 
level of informedness required for functional democracy becomes unstable.” 
 

With reality apathy, it isn’t that you have to worry about the extremist wing of the other party 
peeling away your reliable voters. Besides them motivating and mobilizing more of their voters 
than you expect, you also have to worry about them generating and accelerating so much chaos that 
your swing / persuadable voters tune out and stay home.  
 
The resulting burnout is another voter suppression tactic, and it is much cheaper and easier than 
gerrymandering or voter intimidation or any of the other old standards. Any campaign manager or 
party official willing to do the other things will figure this out in short order for 2018. 
 

The Low Cost of Projecting Power 

Doing things like the GRU is incredibly cheap and easy if you aren’t concerned with being 
sophisticated: you don’t even need to be. In October 2017, an NBC reporter paid $25 to promote a 
tweet: a quote from a TV show that isn’t on the air anymore, including a trending hashtag, within 
the context of a holiday most people don’t celebrate.  
 
That $25 bought 10,000 retweets over two days. This is fairly simple facsimile of how someone can 
seed a conversation around a hashtag and spin up momentum behind a sentiment, and then walk 
away. (Or, maybe, to stir things up again later with some fake accounts.) 
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Facebook is also very easy to manipulate, and with just a small amount of additional work, you can 
create a monster. With $50 and less than an hour of labor, this digital communications pro targeted 
fake news posts to conservatives in Michigan, Wisconsin, and Pennsylvania. His one post generated 
44 “Likes”, 27 shares, 20 comments, 3 page likes, and approximately 200 website clicks. These 
engagements cost just under $0.23 each in an hour and fifteen minutes of campaign run time.  
 
The author also estimated his total cost to reach and achieve engagement with just over 75,000 
voters across the three states, or a number of people equal to the margin of victory for Donald 
Trump in those three states. It came out to $1,249.58, or an estimated cost per engagement of $.01. 
This is worth considering in light of a later CNN report showing that the majority of known Russian 
ad money spent on Facebook was expended to run ads in Wisconsin and Michigan, where Trump’s 
margins of victory were roughly 22,700 and 10,700, respectively.  

Conclusions 
Beginning in 2005, I pivoted from working generally in digital media to working specifically on 
political risk analysis, tracking violent risk in the United States and terrorist activity in Western 
Europe, including the use of digital media as a new weapon in asymmetric warfare and a new 
toolkit for recruiting and radicalization by groups like al-Qaeda. In that time, I did my graduate 
work in behavioral economics within political science and wrote a thesis on how states and 
terrorist organizations adapt their tactics and modify their thinking and alliances in response to 
each other.  
 
Not long before I wrapped up that degree and the work related to it, I wrote an article for Texas 
Observer about how Texas Republicans were not just learning to use social media, but were eagerly 
embracing it. Then in 2011, I started an advertising agency.  
 
I have returned to risk analysis now not only as an expert observer of how digital communications 
have evolved in the last twenty years, but as someone who has studied the risks presented by 
weaponized digital media in the past. I am not a leading figure in this field nor am I an objective 
observer. I do, however, have an extremely relevant skill set, and it affords me some insight as to 
where our politics is headed. I know what I’m seeing, and I am alarmed. This is an evolution of 
asymmetric warfare. As a society we are demonstrably ill-equipped to defend against it, 
internationally or locally.  
 
The risks detailed here don’t just involve big, identifiable targets like American elections or the 
technological infrastructure which supports them. They don’t involve only clearly visible 
perpetrators like Russian intelligence, or well-known GOP data firms and campaign shops. These 
are actual risks to the American election system and democracy in general. There’s very little for 
local or state-level campaigns and party organizations to actually do about risks like attacks by 
Russia on Western democracies. 
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All of these are important elements which contribute to the risk landscape, but the truly concerning 
aspect of what’s happened over the last several years is best observed in aggregate. Understanding 
these risks in aggregate and focusing on the most imminent threats to local and state level 
campaigns and party organizations is most productive. 
 
For reference, likely risks include: 
 

1) Russian intelligence will interfere in the 2018 election cycle. 
 

2) The methods they will use will at least mirror what they used in 2016, and may be broader 
in scope, more sophisticated, and incorporate new technologies or practices. 
 

3) The intensity and frequency of divisive computational propaganda content deployed by 
Russian intelligence across social media platforms and digital outlets will likely increase 
during the 2018 cycle. 
 

4) GOP campaign and party organizations will continue to adopt computational propaganda 
techniques, and will do so in greater volume than in 2016, to varying levels of complexity 
and sophistication. These methods are already in use during the 2018 primaries. 
 

5) The combination of these activities will create conditions in American society in which 
anger, division, and persistent othering will be maximized beyond the fringes of the 
politically active. This will lead to the near constant amplification of misinformation and 
propaganda. 
 

6) This misinformation and propaganda will span the full spectrum of credibility, with patently 
ridiculous memes being just as likely to achieve virality as plausible, but false, information. 
 

7) Candidates and party organizations will be exposed to this information ecosystem whether 
their opponents engage in computational propaganda directly or not, and any effort by their 
opponents to use these methods at any level of sophistication are likely to be extremely 
effective both in specific action and in amplifying the general instability and chaos present 
in the 2018 political environment.  

 
8) Candidates and party organizations may also be pitted against one another by way of 

misinformation, either directly or as collateral propaganda damage. 
  



 
9) Campaign workers, candidates, and volunteers are vulnerable to hacking and phishing 

attacks at all times, and the more high profile your race or organization, the more targeted 
those attacks will be. Email, in particular, is skywriting, and you must treat every email, text, 
and internal memo as if they are public documents, because it is likely that’s what they will 
become. 
 

10) Candidates, party organizations, volunteers, and engaged activists are vulnerable to false 
information which, in the current chaotic political environment, may seem plausible, but is 
actually either simply false, or is a trap engineered to backfire once a motivated, fired up 
base runs with it or seeks to expose some sort of falsely engineered story.  

 
In short, political people are just as vulnerable to fake news as anyone else, because they are 
human. They are hard-wired to believe things they agree with, and that’s true of both liberals and 
conservatives. At some point, all of them - including candidates, volunteers, and campaign staff - 
will fall for something. And please note that we haven’t fully considered SuperPAC spending within 
this analysis, but the relatively unlimited nature of that spending should be considered as radically 
multiplicative of the risks detailed herein. 
 
To draw focus to an important point: it is not one single risk that warrants the most caution, but 
rather the entire environment, which represents a significant risk as a composite. There is no single 
method to deploy to defend against that risk, and there’s no way to hide from it or avoid it. 
Participation at any level - literally, even just by paying attention - exposes one fully. 
 
We can, however, build an overall strategy within the context of the risk universe we inhabit. By 
acknowledging and understanding the current environment, we can structure a system that builds 
a level of vigilance into a campaign’s daily operational culture, a system which mitigates the overt 
challenges caused by a relentlessly chaotic external world. Preparing for and living deliberately and 
fully in this environment will place your organizations at a distinct advantage.  
 
For most campaign operatives, doing only what you’ve done in the past will be disastrous. Without 
vigilance, candidates and campaigns will be eaten alive, not by cunning opponents but by a new, 
ambivalent universe. Democracy’s most vicious and indifferent enemy is the world as it exists now. 
We must remake ourselves in observance and reflection of that reality. 
 

Josh Berthume 
Rogue Metrics 

Denton, TX 
February 19, 2018 
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